CHALLENGE INDUSTRIES, INC.
DOCUMENT RETENTION POLICY

Commitment to Ethical Conduct
Challenge staff and volunteers are expected to adhere to the highest ethical

standards. Record retention and destruction should be performed as an ethical
response to the purpose and use of the records.

It is the policy of Challenge to comply with the Health Insurance Portability and
Accountability Act of 1996 (HIPAA), the Economic Espionage Act (EEA) and the
Fair and Accurate Credit Transactions Act of 2003 (FACTA). This policy is
intended to act as a guideline, but may not be construed to authorize or
encourage any failure to comply with these or any other laws.

Purpose
Although there are many records which are needed to maintain daily operations,

provide quality services to our consumers, document our billing, verify our
revenues and expenses, and provide evidence in litigation, keeping every record
we ever generate is an onerous, expensive and impractical burden. Our goal is to
keep every record just as long as it is needed, but no longer. The purpose of this
policy is to give guidance to Challenge staff and volunteers in which records must
be retained, which should be discarded, and what to do with records which do

not fall clearly into either category.

Records Covered by this Policy
Records covered by this policy inciude all recorded forms of information, paper

and electronic. Paper records include official documents such as checks,
invoices, and standard forms, but aiso include hand-written notes on calendars,
scraps of paper, letters and memos. Electronic records include Word documents,
spreadsheets, e-mails and filled-in electronic forms. Even graffiti or marks made
on windows may be considered covered records,

Evidence for investigation and Lifigation
Any document or record that relates to ongoing or potential investigation or
litigation, whether civil or criminal, must be considered to be potential evidence,

and must be retained regardless of any other guidelines contained in this policy.

It is not necessary to keep multiple exact copies of documents. However, a staff
member or volunteer must check with a manager before destroying any duplicate
documents. The manager is responsible to make sure that at least one copy of
the document is retained, with emphasis for retention resting with the earliest and
most reliable copy, keeping a copy that is legible and may easily be phofocopied,
and keeping enough documentation o show where the record originated.
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Willful destruction of any record which may be potential evidence in an
investigation or litigation is against Challenge policy and is subject to disciplinary
action. Destruction of any document or other record to conceal an employee’s or
volunteer's commission of a crime is subject to immediate termination and

referral for criminal prosecution.

When any record is retained because of its potential use as evidence in an
investigation or litigation, it shall be retained until clearance to discard it is given

by legal counsel or the President.

Copies and Electronically Scanned Records
Documents of “original entry” that are required to be kept for a specified period

because of their infrinsic evidentiary value should be stored in their original form
for that required period. Documents or records in which only the information
contained on them is valuable may be stored in their original form, a legible
photocopy, microfilm, electronic media, or any other reliable form.

Examples of documents with intrinsic evidentiary value are time cards, canceled
checks, documents with a raised seal, or any documents which are likely to be
used as evidence in a legal proceeding. When Medicaid or other regulations
require an original signature on a document, that original document must be
stored for the entire required period. If there is any expectation that records must
be proved to be “contemporaneous,” such as Medicaid service notes or staff
records of mileage which will be reimbursed by Challenge, those records should

be stored in the original form.

Examples of documents or records in which only the information coniained on
them is valuable include written notes not requiring an original signature, payroll
and financial summaries, or e-mails in which the date sent or received is stored
with the record. Old documents kept for their informative value only, rather than
as evidence, may be stored in the most convenient form, including electronic

media,

if there is doubt about how a document or record should be stored, a supervisor
should be consulted. If there is any doubt, the record should be stored in its
original form.

When Staff Become Aware of Potentiai Investigafion or Litigation
Whenever any staff member becomes aware of a possible crime or grounds for a
potential legal action, that person should report it to senior management as soon
as possible. Staff should not withhold information from management under the
assumption that management will eventually be informed by someone else. If
there is a question about whether a crime has been committed, or whether there
may be a potential legal action, the information should be given to management

fo make an informed analysis.
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